The scheme I describe above is precisely the one that is being implemented in online distribution today, at least in part. This is still at an early stage, but Apple's iTunes, Google's new video service and Amazon's coming Amazon Upgrade give us a sense of how online DRM will be implemented, not as a kludgy add-on as is being done for music CDs, but as part of the original design. Mistrust-based DRM will be a key part of this, precisely because of the way that it leverages the content purchaser's incentives to protect identity and, in so doing, protect content.
DRM is both important and controversial. From the copyright holder's perspective, DRM is first and foremost about making meaningful the legal rights assigned to the copyright holder under copyright law, especially the right to control the making of copies. 1 The right to control copying of a work isn't self executing. Copying has been controlled through the technology of copying, where until the last thirty years or so, copying was expensive and asymmetric. By expensive, I mean that it was relatively difficult to make the second copy of a work. By asymmetric, I mean that the it was typically substantially cheaper to make the second copy as part of making a unified run of copies of the work than it was for a third-party to make a second copy from a first physical copy of the work.
This has changed over the last thirty years. With the rise of the cassette tape recorder, photocopying equipment, the VCR and more recently of peer-to-peer networks, copying costs have dropped and third-parties are as well-situated as the copyright holder to make additional copies. Copying costs have become symmetric, and technology, once the barrier to copying, has become the means of copying. Legal rights enforced through technological barriers are much harder to enforce, at least not without new technological barriers, hence the rise of digital rights management. The promise is meaningful enforcement of the rights that exist on the statute books, the fear is a shift in control in favor of copyright holders and away from the public, perhaps through limits on fair use of works.
1 17 U.S.C. § 106(1) ("Subject to sections 107 through 121, the owner of copyright under this title has the exclusive rights to do and to authorize any of the following: (1) to reproduce the copyrighted works in copies or phonorecords; ...."); Article 2 of the European Union Copyright Directive ("Member States shall provide for the exclusive right to authorise or prohibit direct or indirect, temporary or permanent reproduction by any means and in any form, in whole or in part: (a) for authors, of their works; .. With add-on DRM of the sort we have seen for music CDs, the CD owner and a dedicated decryptor have a shared interest in evading use restrictions, so the CD owner is eager to enlist the help of the decryptor and has little concern about the wide spread over the network of the music on the CDs. And one p2p user has little to fear from a fellow user of the network. In contrast, with identity-based DRM-when a valuable ID tag travels with the content (or with access to the content)-we will drive an incentives wedge between the CD owner and the decryptor and between members of the p2p network. The CD owner will fear that in removing the use restrictions, the decryptor will acquire the account information and that that information could be put to ill use or that the content will seep out into the p2p network still bearing the ID tag.
The darknet critique of DRM says that it only takes one: just one person to get around the DRM and put the content out into the clear free of the wrapper. 2 Mistrust-based DRM embraces that idea: if it only takes one person to claim the bounty ID tag, the content owner may choose not to share the content. The interesting, almost sociological, question is how much suspicion do you need to introduce into a file-sharing system for content owners to refuse to share with anonymous recipients over peer-to-peer networks? And if the small-worlds phenomenon tells us that we are just six links from everyone else on the planet, how many of my friends will I trust with access to my account, given that they may give it to their friends, who may gave it to their friends, etc.? Small-group sharing plus six degrees of separation equals sharing with the entire world, and, unfortunately, not everyone in the world can be trusted.
I should be more precise about the mechanics of implementing identity-based DRM.
The core notion is that an identification tag is attached to each song, presumably at the point of downloading. Given concerns about privacy, it is highly unlikely that this tag would be transparent, that is, that it would be readable by any recipient. An encrypted tag but one that uniquely identifies the original recipient of the content suffices.
We should build this system up one brick at a time. With ID tags embedded in songs, the download service could scour p2p networks for tagged content and could implement a penalty when tagged content was found. Very little limits that penalty structure. The download service could revoke the right to use that service and could couple that with a monetary fine. This is ID tagging plus centralized enforcement. We could decentralize enforcement and that would probably require some sort of bounty system to induce users of p2p networks to turn in songs to collect the bounty. Note that this does not mean that identity needs to be transparent; all that is required is that the-you choose: snitch/tattletale/whistleblower-has knowledge of the existence of the tag and seeks to collect the bounty by turning in a tagged song.
Identity tags plus bounties gets us to mistrust-based DRM. We need decentralization of enforcement to create mistrust and to break the alignment of incentives that otherwise exists in p2p systems. Mistrust enters at two points, as to both software (code) and peers.
If shared songs carry with them valuable ID tags, you will be willing to shared tagged songs only with trustworthy peers. You almost certainly will not want to share those songs with anonymous users of p2p networks. The second possible point of mistrust is the software that gets songs from your PC to the p2p network. There have often been alignment issues with this software, perhaps most notoriously with KaZaa. The existence of valuable ID tags takes this another step, as the tags may create the fear that the software itself will try to access the value embedded in the tags. 3 Section I of the paper looks at the most recent conflict over DRM, namely, Sony BMG's distribution of copy-protected music CDs. It would be a mistake for us to generalize from the real difficulties associated with adding DRM to a preexisting product. The world of online content services is fundamentally different. Section II addresses four ways in which DRM is currently used, namely, copy-control; per-use pricing; closedsystem definition and patent-royalty collection; and competition structuring. In Section III, I discuss Google Video, Amazon Upgrade, and Apple's iTunes. These are three leading examples of services that are embracing, at least in part, identity-based DRM. 
I. The Problem of the CD: Sony BMG and Add-On DRM
The producers of music CDs fear that they have entered a SOFE world: sold once, free everywhere. If a person can buy a CD, rip it and upload it to a peer-to-peer network, the copyright holder may only sell one copy of a CD. Of course, that isn't the real world, but it is close enough to understand the urge to add digital rights management to music CDs.
But we run into a disabling problem immediately: music CDs need to play in CD players. For decades, CDs have played in CD players and a new CD needs to be able to do that as well. So somehow an ordinary CD player needs to play the CD flawlessly, yet when that same CD is inserted into the CD drive built into your computer, it needs to work differently. Otherwise if the computer is given unfettered access to the music, it's rip, upload, and off to the p2p networks. This is a real problem: make sure that the product can be used in its traditional, standard uses and yet limit new uses. That isn't a statement about the merits of that approach, just the difficulties of implementing it. It is as if the CD needs to play in the CD player and yet somehow be prevented from being inserted into a toaster when the purchaser really wants to pop it in.
A. Staring at the Jewel Box: Neil Diamond's 12 Songs.
Enter Sony BMG and two different encryption schemes, XCP and MediaMax. Sony BMG has released a number of music CDs using the two schemes. 4 To take one example, Neil Diamond's 12 Songs is encrypted with the XCP copy protection scheme. A careful examination of the front spine of the CD reveals a logo coupled with the phrase "CONTENT PROTECTED" and, beneath that, in small letters, a suggestion to see the reverse side for what are optimistically-described as "features."
On the back, along with the usual list of songs, near the bottom, we see blocks of information relating to copyright. That includes the FBI anti-piracy warning symbol; 5 a statement that "unauthorized copying is punishable under federal law;" and a "compatible with" block. The latter addresses playback, ripping, and the use of portable devices.
The block indicates that limited copies are possible; that the website cp.sonybmg.com/xcp should be consulted for additional information; and a footnote indicating that "certain computers may not be able to access the digital file portion of this desk. Use subject to applicable end user license agreement." And, were that not enough, all of that is followed with yet smaller print indicating a variety of copyrights, trademarks, and a final statement: "WARNING. All Rights Reserved. Unauthorized duplication is a violation of applicable laws." A music CD that only a lawyer could love. Some of what appears on 12 Songs is completely generic, such as the FBI anti-piracy warning and the indication of copyright and restrictions on duplication. It is the detailed copyright-control information that is distinctive.
If the negative publicity over Sony BMG's DRM has not scared you off, you remove the shrinkwrap. The CD itself is stamped with the FBI anti-piracy warning logo and the FBI anti-piracy warning itself along with further indications of copyright and trademarks.
We learn-for I did not know it before opening the CD-that the logo on the spine of the CD is the "copy control logo," which is a trademark of IFPI and used under license on the CD. 6 The CD liner contains pictures of Neil Diamond making music; a brief amount of text; and the usual production information. We are told once again about copyrights and trademarks, and a final warning about reserved rights and unlawful duplication. The only new copyright item of interest is that all of the songs-words and music by Neil Dia- Impossible, but, nope, it plays music. Diamond describes the music as "a stripped-down http://www.fbi.gov/page2/feb04/pirates021904.htm).
6 IFPI is the International Federation of the Phonographic Industry; see www.ifpi.org for more information. IFPI launched the copy control logo on September 17, 2002. See the press release at http://www.ifpi.org/sitecontent/press/20020917.html. acoustic sound." That seems right; the orchestration is notable for its spareness and simplicity. The complicated part of the CD isn't the music, it's the copy-control scheme.
But a CD player is a relatively locked-down device. Not fully so, as there needs to be a port for headphones to get the music out to our ears, and you can instead use that port to hook the music up to your computer to record-or at least so my 16-year old son tells me-so we can expect leakage even from CD players. But the target of the XCP encryption scheme isn't the CD player and its port for headphones but instead your personal computer.
B. Inside XCP and MediaMax
Typically, when I purchase a CD, I immediately rip it using the Windows Media Player sumer's hands and reduces the possibility that a consumer won't understand how to install new software.
With autorun on, the insertion of a copy-protected CD causes software embedded on the CD to be invoked. The precise details are different for XCP and MediaMax, and those differences might matter, but not for my purposes here. The key idea is that the automatically-invoked software can block normal copying of the CD and can impose an end-user license agreement that limits access by the computer to the CD. 9
To make all of this work, autorun installs software on the user's computer, and, then takes the additional step of installing additional software to hide the newly-installed DRM software. 10 I am not sure how to describe this behavior, but as Felten and Halderman make clear, uninvited installation coupled with cloaking is exactly the behavior that we expect and fear from spyware and other forms of malware, and in particular, a class of malware known as "rootkits." 11 These are programs that hide on PCs and allow outsiders to exercise some control over the machines (frequently making the machines zombie PCs and creating a parade of harms to the network). 12 So Sony BMG installs software and then hides the software to make it more difficult for consumers to remove it. Sony BMG discloses the existence of the software in the EULA, but if you didn't read that carefully, you might not notice that software was being installed. And the EULA says very little about how the software is installed, making it quite hard for consumers to remove the now-hidden software later. Of course, that is the point. If the DRM software is actually going to control access to content, the software needs to be there. It can't be the case that the consumer can remove the software at will, at least if doing so won't also end the right to access the associated content sitting on the computer.
But the particular cloaking approach used by Sony BMG also made it possible for outsiders to hide their software in the same cloaked area of the consumer's computer. Of course, a malware author might very well bundle his own cloaking device with the malware, and, indeed, this is a standard complaint about rootkits. 13 The real question is whether the existence of the Sony BMG cloak made it possible for a malware author to hide his malware when he couldn't have done so on his own. Whatever mechanism is used to bring in the malware in the first place should also be available to install the malware cloak, though part of this depends on exactly what level of access-administrator, user or something else-that the user makes available, intentionally or not, to the intruder. And the fact that we actually observed a malware author taking advantage of the Sony BMG cloak tells us very little. My guess is that malware authors are high on the list of DRM haters, so we could readily predict that the Sony BMG cloak would be exploited. What we can't know is whether the malware was simply written to make Sony BMG look bad or whether absent the Sony BMG cloak the malware author would have written his own cloak.
Felten and Halderman make clear that a savvy computer user will be able to avoid the XCP and MediaMax encryption schemes. 14 Turning off autorun means that the user affirmatively has to invoke the software, and the consumer has no incentive to do so. Indeed many computer security experts recommend turning off autorun as the insertion of the CD can otherwise have unexpected consequences.
C. Four Problems for Add-On DRM
We should take stock of the situation faced by content producers such as Sony BMG. and that will give them access to the standard audio files that are on the CDs. From there it is just a hop, skip and a jump to wide distribution on peer-to-peer networks.
Second, add-on DRM faces stiff consumer resistance. I first encountered 12 Songs in my native capacity as consumer. Amazon did a good job of emphasizing that the CD was copy-protected and I quickly clicked elsewhere. Some consumers have attempted to organize boycotts of companies that sell copy-protected CDs. I suspect that none of this is lost on content sellers and that influences how much-or how little-they emphasize that the CDs are copy-protected. My detailed description of 12 Songs was meant to highlight that it would be easy for a consumer to miss the copy protection. Yes, there was a lot there, but much of it is in small print; if you weren't looking for it as I was, it might be easy to skip right over it. And the appearance of an End-User License Agreement might not be enough either, as for better or worse, consumers routinely click through these agreements.
Third, add-on DRM will need to navigate a thicket of federal and state laws. We are entering an era in which consumer commitments about how they will receive, manage and use content will matter. Content owners want to know that content is entering a protected environment, meaning an environment which may control use, copying and distribution of copyrighted works. If consumers can't make meaningful commitments, content providers won't be able to make meaningful distinctions between consumers.
That said, whatever one concludes about the angels-dancing-on-the-head-of-pins question about the limits of contract, my guess is that click-through agreements implementing unreasonable rules regarding third-party access to consumer computers will not be sustainable politically, either before juries or in Congress. If that is right, contract won't be the main device by which we will validate DRM, but we instead may require additional legislation with accompanying safe harbors, where some will favor strong protections for consumers-possibly as to uses and probably as to privacy-and others will favor content producers.
*** If you sell music CDs, this is a bleak story. Add-on DRM hasn't worked, isn't wanted by consumers, and leads to lawsuits. In settling the EFF lawsuit, Sony BMG has agreed to stop selling music CDs with MediaMax or XCP. 21 Given the reaction so far, Sony BMG almost must be delighted that it is now legally barred from doing something that it should no longer want to do anyhow.
II. Why Digital Rights Management?
We should back up and consider what digital rights management is seeking to accom- 
A. Copy-Control DRM
So far, I have been talking about copy control. XCP and MediaMax seem to be classic copy-control DRM. For example, Sony BMG wasn't trying to charge more for consumers who wanted to use the CDs in a standard CD player and on a computer. So the content creator is perfectly happy to have the actual purchaser use the content in any time place and manner that the purchaser so desires, but the producer of the content once to prevent the purchaser from making copies to give the friends or to upload to peer-to-peer networks.
Whether this stands any chance of working is contested. Playing a song so that I can hear it-I am listening to Chick Corea as I type-means that I can record it and the DRM scheme may not survive the recording process. The quality of that copy may be degraded, but it may be good enough. And a professional decryptor-is that the right phrase to use instead of hacker?-might strip away the DRM, and put an unencrypted copy onto a peer-to-peer network. Both of these possibilities work against effective DRM designed to control copies.
With music CDs, we are trying to retrofit DRM on an existing platform. The analysis in Section I should make clear the enormous difficulties associated with this sort of addon DRM. But we won't be doing too much retrofitting going forward. As discussed below, DVDs came with encryption and the battle over the broadcast flag for digital television (and high-definition radio, too) is precisely about whether these new formats will come with built-in copy and use controls. For digital television and radio, these are public battles, where we will fight about the scope of the authority given-or to be given-to the Federal Communications Commission and about the virtues and vices of government technology mandages. In contrast, the private online content services to be discussed in Section III-Google Video, Apple's iTunes and Amazon Upgrade-will implement DRM without any need to consult with the FCC and will do so by choice and in competition with others and as part of the DNA of the platform.
But the success or failure of copy-control DRM is not just about retrofitting of the sort that we have seen with music CDs. The core need to have the content in the clear, as 21 Detailed information about the settlement is available at http://www.sonybmgcdtechsettlement.com/.
it were, for the standard non-computer CD players creates the problems we saw in the XCP and MediaMax episode. But there is a more basic problem with locked-down DRM: the content purchaser and the professional decryptor have a shared interest in evading the copy control. That will be true even if the copy control is built in originally. Unless the copy-control is identity-based, we won't give the content purchaser a reason to stay away from professional decryptors and their tools. That means that there is good reason to think that the broadcast flag regime is likely to struggle too. The only point to note here is how per-use pricing DRM influences the willingness of the content purchaser to try to crack the DRM scheme. Restrictions on use-as opposed to restrictions on sharing-will push the content purchaser towards figuring out how to evade the DRM scheme. The core theme of this paper is that we want to try to separate content purchasers from professional DRM evaders. Encoding identity into content will help do that, but restricting use will create more reasons to put identity at risk so as to circumvent use restrictions.
B. Bundled Uses and Per-Use Pricing

C. Patent-Royalty Collection
DVDs are encrypted with the content scramble system (CSS). 22 Encryption has the consequence of linking together in a closed system DVD disks and DVD players. Absent hacking, a DVD disk will play only on an authorized player. And the fact that licenses are required for the right to use CSS means that other controls can be implemented consistently across the DVD platform. For example, the DVD Copy Control Association required CSS licenses to implement DVD drives that respected a regional encoding scheme. 23 But note what that means for the release of the DVD. If the right delay window is three months-release the DVD three months after the theatrical run has ended-the DVDs will need to be released in a staggered fashion as well. But if all DVDs play anywhere, the staggering doesn't work. Regional encoding makes that possible, and, as we have seen, the need to license CSS provides a lever to enforce regional encoding in DVD players.
But as if this were not enough complexity, there is more at stake. The DVD standard is based on more than a hundred patents. Royalties on those patents are recovered through the sale of DVD disks and players. Many of those patents are in the two main 22 For background, see http://www.dvdcca.org/css/. 23 http://www.dvdcca.org/rpc.html. DVD patent pools, the 6C pool 24 -originally comprised of patents from six companies and now with nine participants-and a second pool involving patents from Philips, Sony and Pioneer. 25 Patent pools have a long history. 26 One of the key virtues of patent pools is to reduce the transactions costs associated with licensing required technology. With a 100+ patents implicated in DVDs, individual negotiations for the right to use those patents could be horrifically time-consuming, plus a licensor would fear the hold-out problem, where the holder of the last needed patent seeks a disproportionate payment. The patent pool reduces both of those costs.
How will the pools collect royalties? Toshiba was to act as the administrator for the 6C pool and would initially charge royalties of $.075 per DVD disc and 4% of the net sales price of DVD players and DVD decoders, with a minimum of $4.00 per player or decoder. 27 The closed system makes it possible to obtain royalties on both the player and the discs. We are now talking about how to run a tax system. If we are going to collect royalties on the patents, should we collect them on just the players? Just the discs? On both?
There is conventional economic theory-Ramsey pricing-which attempts to provide a guide on that, but the bottom line is that we shouldn't just assume that we-society, not the patent holders-are necessarily better off if we force the patent holders to open the system and just charge royalties on the players. DRM is the lock that makes this closed system possible.
D. DRM and Shaping Competition
The Apple iPod and iTunes have emerged as the leading wave of the move to online, digital entertainment. The iPod has led to a huge run-up in Apple's stock price 28 in add-on devices. And indeed, Apple is profiting from these sales, often obtaining 10% of the wholesale price of a product. 29 An empty iPod isn't very interesting. How do you get content into the iPod? The iPod plays MP3 content. That means that you can take a music CD, rip those files into MP3 files and move the content to the iPod. I use a text-to-speech program to listen to text files on my iPod nano, and those files are written in MP3. Note that none of this content is sold particularly for the iPod and none of it is subject to DRM. This is all content that could easily be moved around p2p networks.
iTunes-and, here is the key point, only iTunes-sells online content for the iPod.
This content is encoded in the AAC format (Advance Audio Coding) and is wrapped in 
III. Identity-Based DRM Online: Switching from Products to Services
Return to the hypo at the beginning of the paper. Buy a CD, slide it into your computer for ripping, and up pops a registration window. After registering with a credit card, you have full access to the content and that content is tagged with your identity. Share the content on a peer-to-peer network and you share your identity, including account information allowing future purchases, with the world.
As Section I of the paper should make clear, it will be very hard to implement this with CDs. The core problem with add-on DRM is that the CD content needs to be available in the clear to standard CD players. Consumers will have every incentive to elide pop up windows requiring registration. But this is the standard method of doing business for online content services: create an account first, with credit card and other ID information, and buy second. Identity-based DRM is possible and the only question is how we will implement it.
Focus on the choices that we need to make. One choice is local storage (downloading) vs. remote storage (streaming). That choice will take into account the relative costs of storage and bandwidth. A download model means that the content is delivered once and is stored on the central server and on each consumer's computer. A streaming model means that bandwidth is used each time the content is used. Listen to the song once, use bandwidth; listen to it 100 times, use 100 times the bandwidth.
Another question is frequency of validation. A streaming model presumably does one-to-one validation, meaning that your right to use the song is confirmed with each use.
It would be difficult to give you access to the song without knowing who you were. Note of course that validation doesn't mean that we can tell that you are you: it just means that the remote computer seeking to access the song is presenting authentication information that matches with the access rights to the content. In a downloading model, validation is a choice. An online seller could require validation each time the downloaded content is used. For example, for some content, Google Video downloads the content to the consumer's computer but still confirms that access is allowed with each use. In contrast, Apple's iTunes contemplates that content will be downloaded to a computer and then loaded on an iPod. The iPod cannot make contact to the Internet on its own-it isn't a networked device-and so content is used without validation.
We can start to see the stresses in this system. Per-use validation of the sort seen in Google Video limits use of the content to networked devices, meaning no video iPod.
Per-use validation will raise privacy issues, 32 but per-use validation means that the person using the content has to have access to the account information. Access and identity travel together. In contrast, if content can be downloaded and used without validationmeaning without use of the account information-then we quickly come back to the world of locked-down DRM. This isn't music CDs where it will be hard to get consumers to implement the DRM in the first place. But it does mean that if the consumer can strip off the DRM, the content will move into the clear and can be used by anyone, even someone without the account information.
But, you should say, haven't we just changed the amount of stripping that needs to be done? If content from iTunes comes with DRM designed to prevent p2p distribution and content from Google Video comes with DRM designed to require per-use validation, don't we still face the core problem that professional DRM breakers will strip both of these? That will unwrap the content from the DRM and allow it to enter p2p networks free of the DRM restrictions.
That is why we need to switch approaches by embedding identity with the content.
Content producers want to raise the cost of uploading content to p2p networks. That have tried to do that with locked-down DRM and have largely failed and they have tried to raise costs through lawsuits. But we should instead try to harness the incentives of the content purchasers. We should want to make them as careful with content as they would be with their own identities.
Switch to identity-base DRM with incentives. Recall the idea: content is tagged with a version of my identity and a bounty. Turn in the bounty, collect a reward. The point isn't that this information couldn't be stripped by the dedicated decryptor but rather that the content purchaser should fear that the decryptor will not have the incentive to remove Here is where the ID bounty model makes a difference I think. With locked-down DRM, the content purchaser and the computer hacker have symmetric interests in wanting to see the encryption scheme broken. The DRM scheme limits uses that the consumer might wish to make. Remove the restrictions and the consumer can do more and, if at the same time that means that the song is available throughout the world on a peer-to-peer network, who cares?
In contrast, with ID-bounty DRM, the interests of the CD purchaser and those of the professional decryptor and the peers in the p2p network may diverge. The CD purchaser may not be confident that a decryptor will want to be as careful with the bounty as the purchaser would be. The uncertainty about whether the bounty has been stripped from the file might introduce a substantial cost to uploading. We have all learned that when we delete a file on our computer it's really still there; actually removing it is much more work. In similar fashion, professional decryption software might leave a residue of the bounty which another smart professional decryptor might recover and collect on.
With this as the framework, turn to consider how three online content providers are operating: Google Video, Amazon Upgrade and Apple's iTunes.
A. Google Video
Go to Google Video (video.google.com) and look around. Thought that Super Bowl XL was dull? Maybe you would prefer to watch the commercials instead. Google Video has them, including the dreadful Burger King Whopperettes; the official version of the ap- Many readers-including me-want it both ways: the joy of reading books on paper and the search capability of books online. If I am actually going to take the time to read the whole book, I want to be able to maximize my use of it. A paper copy and a searchable digital copy will do just that. Amazon Upgrade does just that. The details are a little murky, but the core idea is buy the book, get the search service. But focus instead on copyright and digital copies. Amazon doesn't seem to be selling digital offline copies with the paper copies. Instead, Amazon is selling a search service. will probably do that with family members, and maybe a friend or two, but I won't do it with my 10,000 closest friends halfway around the world.
That was Napster and Grokster, but the service model gives me a strong incentive to control access to the copy. By linking access to the digital object to access to other attributes that I care about-my account information and the ability to ship books via one-click around the globe-the service model turns me into an honest trading partner. I don't have that same strong incentive with a digital book product.
C. iTunes
iTunes, a separate download available on Apple's website, is the key software for the iPod universe. 35 It is the software interface to the iPod through which content is put on the iPod. iTunes is also an online content store, originally music and now music and This allows consumers to choose only the songs that they want. Even when singles were popular, only a limited number of singles were produced. Now on iTunes, every album brings with it its own singles. That gives rise to some tricky pricing issues, but I won't explore those here (so what price would you need to set for the singles such that the anticipated revenue sales for the album and the singles is not less than would have been earned had the album been sold only bundled). Unbundling also means that songs can be released faster and an artist need not wait until 14 songs have been amassed to release any one of them. iTunes is one path to bypass, though, of course, serious use of iTunes means a broadband connection, and for now at least, broadband comes from the cable company or as DSL from the local phone company.
For premium cable networks, online video makes it possible to unbundle the channel and make it easy for viewers to sample hot premium cable shows. Showtime is making some of its content available on iTunes. Premium cable channels are typically purchased by the month, and you pay a flat amount regardless of how many shows you want. On iTunes, if you just want to watch Kirstie Alley in Fat Actress, you can buy it episode by episode.
The irony is that while the Federal Communications Commission has been pushing cable networks to create family-friendly cable tiers or else 36 -the else is mandatory a la carte pricing-per-show pricing has come to iTunes. iTunes sells content from both the Disney Channel and MTV, but you can spend your money on Disney and never spend a dime on MTV.
We should now head inside iTunes and consider briefly how Apple has approached DRM. 37 Apple's DRM is called "FairPlay" and it is identity-based. Purchased songs can be copied to an unlimited number of computers, but only five computers at a time can play the songs. This is unlimited copying, limited use, and is implemented through an authorization process which amounts to assigning an identity to particular computers.
Authorization is simple: "To authorize a computer, simply play a purchased song on your computer. The first time you authorize your computer, you'll need to enter your iTunes account name and password." 38 So the songs are freely sharable, but only someone with access to your account information can actually play the songs, and you can only authorize five computers. Again, like Google Video, a content purchaser isn't affirmatively discouraged from sharing the content-there is no DRM bounty-so songs can be shared and subject to unwrapping by clever decryptors.
IV. Conclusion
The powerful shift in copying technology over the last thirty years has destabilized how we produce copies and the economic arrangements associated with prior technologies.
These technological changes have created a broad shift in the ability to make copies moving control away from producers towards consumers. As a consequence, these technolo- gies have altered the practical enforceability of the rights that law assigns to copyright owners.
Digital rights management technologies are an effort to make meaningful the legal rights of copyright owners. DRM faces severe obstacles. For preexisting products like the music CD, it has proven to be very difficult to add DRM after the fact. CDs need to work in standard CD players, and the limits DRM. The firestorm over Sony BMG's effort to produce CDs subject to DRM suggests that we are unlikely to see meaningful DRM for music CDs soon.
But we are switching how we deliver content from products to services. Music CDs and eventually DVDs will be replaced by online services such as Apple's iTunes and Google Video. Both of these come with DRM built-in and both rely on identity-based DRM. Identity-based DRM ties identity to content. Content can be shared widely, but absent access to identity, the content is worthless.
This is a substantial step forward for DRM, but may still be a step short of where we need to be. Content purchasers still have no reason to protect purchased content. Identitybased DRM coupled with bounty tags will create an incentives wedge between content purchasers and stripping/p2p software and with peers in a p2p network. We should want a system where content purchasers are as careful with content as they would be with identity and mistrust-based DRM may be that system.
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